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1. Introduction

1.1. Scope

Cryptographically signing signaling tables in a NextGen TV broadcast emission is both
mandatory and essential for compliance with the ATSC 3 security system. This
document provides informative descriptions of how to perform the necessary steps to
prepare equipment and software, conduct compliance verification, and enable ATSC 3
signal signing. It is intended to supplement rather than replace vendor-specific
documents that may cover some of the same tools and topics. If there are
inconsistencies between vendor documents and this application note the vendor
document should be determinative.

1.2. Assumptions

This document covers only Broadcasters that are using the ROUTE protocol [2].

1.3. Overview

The following high-level steps should be followed to prepare for NextGen TV Signal
Signing.

e Register (Section 2)

e Generate and submit the necessary data (Section 4)

e Install certificates (Section 4)

e Verify the installation (Section 6)

e Self-certify your results (example in Appendix A, contact A3SA for [1])

1.4. References

This document may make reference to other documents identified here.

[1] A3SA: “Broadcaster Readiness Questionnaire for NextGen TV Signal Signing,”
2/14/2022.

[2] ATSC: ATSC Standard: “Signaling, Delivery, Synchronization, and Error Protection,”
Doc. A/331:2023-03, Advanced Television System Committee, Washington, DC, 28
March 2023.

[3] ATSC: ATSC Standard: “ATSC 3.0 Security and Service Protection”, Doc.
A/360:2023-03, Advanced Television System Committee, Washington, D.C., 28
March 2023.

[4] ISO/IEC: “Information technology — High efficiency coding and media delivery in
heterogeneous environments — Part 1: MPEG media transport (MMT),” Doc.
ISO/IEC 23008-1:2017(E), International Organization for Standardization/
International Electrotechnical Commission, Geneva Switzerland.
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1.5. Definitions and Terms

“ATSC 3” means ATSC 3.0 and subsequent versions of the broadcasting suite of
standards, as referenced by ATSC A/300 “ATSC 3.0 System”.

“Certificate” means digital file used for identity and authorization. The file identifies the
broadcaster, contains the broadcaster’s Public Key, identifies the Validity Period for the
certificate, a unique serial number and any other identifying information the ecosystem
deems relevant. Commonly Certificates are referred to as X.509 Certificates after the
standard set to define the format of Certificates.

“Certification Authority” or “CA” means the hardware, software, processes, facilities
and personnel used to issue, manage, revoke and renew Certificates.

“CertificationData LLS Table” or “CDT” means a specific signaling message that shall
be cryptographically signed for compliance with ATSC 3; see [3].

“Certificate Signing Request” or “CSR” means a file that will contain the
Broadcaster’s Public Key (tied to the Broadcaster’'s Private Key) and will also include
other information that should be included within the end-entity Certificate (e.g., the
broadcaster name, country, etc.). You will eventually be sending this CSR file to Eonti
(the PKI Registration Authority and Management Authority) to obtain the unique
broadcaster end-entity Certificate.

“Digital Certificate Subscriber Agreement” or “DCSA” means the Subscriber
Agreement that must be in place between the Broadcaster and Eonti prior to completing
the signal signing certificate issuance process.

“Integrated Receiver Decoder” or “IRD” means a signal reception system that
receives and converts modulated signals back into their original format suitable for
presentation to an end-user device or display. IRDs typically contain a built-in decoder
for unscrambling TV programming channels.

“Intermediate CA” or “ICA” means a Certificate chained to the Root CA Certificate
that can be used to issue Signing Certificates.

‘“MPEG Media Transport Protocol” or “MMTP” means the protocol used to deliver
broadcast services defined in [4].

“‘Online Certificate Status Protocol” or "OCSP" means the Internet protocol used for
obtaining the revocation status of an X.509 digital certificate.

“‘Private Key” means the key of a key pair that is kept secret by the holder of the key
pair, and that is used to create digital signatures and/or to decrypt electronic records or
files that were encrypted with the corresponding Public Key.

“‘Public Key” means the key of a key pair that may be publicly disclosed by the holder
of the corresponding Private Key and that is used by the Relying Party to verify digital
signatures created with the holder’s corresponding Private Key and/or to encrypt
messages so that they can be decrypted only with the holder’s corresponding Private
Key.
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“‘Public Key Infrastructure” or “PKI” means the architecture, organization, techniques,
practices, and procedures that collectively support the implementation and operation of
a Digital Certificate-based Public Key cryptographic system.

“‘Real-Time Object Delivery over Unidirectional Transport” or “ROUTE” means the
protocol used to deliver broadcast services defined in [2].

“Root CA” means the highest CA in the PKI and is the trust point for all Certificates that
are issued by the ATSC 3 PKI.

“SignedMultiTable” or “SMT” means a specific signaling message that shall be
cryptographically signed for compliance with ATSC 3; see [2].

“Signing Engine” means the product, system, or platform that cryptographically signs
the signaling message tables in an ATSC 3 emission.
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2. Registration for A3SA Signal Signing

The process of obtaining signal signing certificates begins with the A3SA PKI
Registration and Management Authority, Eonti (www.eonti.com).

The Broadcaster may register and sign their signals without first licensing with A3SA.
There may be certain advantages to a broadcaster who also registers with A3SA, but it
is not necessary for signal signing. Questions about A3SA licensing can be sent to
admin@A3SA.com.

2.1. The Certificate Issuance Process

Contact Eonti (a3sapki@eonti.com) to request a broadcaster certificate account. Eonti
will send the Broadcaster the Digital Certificate Subscriber Agreement (DCSA). They
will also send:

e Certificate Naming Application(s),
e Customer Contact Information Form, and
e Fee Schedule.

The Broadcaster should execute the DCSA and return it to Eonti along with:
e Completed Certificate Naming Application(s),
e Completed Customer Contact Information,
e Certificate Signing Request (CSR) files for each certificate requested (See
Section 3 for details), and
e Purchase order.

Eonti will then conduct Broadcaster Identity Verification, including
e Verifying the legal company name and address,
Verifying the BSID,
Verifying Facility ID,
Checking the A3SA license status, and
Emailing the contacts listed on the customer profile form to verify their
information.

When Identity Verification is complete, Eonti invoices the broadcaster for the requested
certificates.

Once payment is received as well as the necessary CSRs for the requested certificates,
Eonti activates the account and generates the certificates ordered. Certificates are then
securely sent to the Broadcaster.

See (Appendix B) for a flow chart overview of this process.
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3. Signing Certificate Requirements

For each ATSC 3 transmitter the requirement is to buy two certificates: one for the
CertificationData LLS Table (CDT) and one for the SignedMultiTable (SMT) signaling
message tables. During the ATSC 3 rollout transition period, only stations that emit an
ATSC 3 signal require certificates. Lighthouse (AKA Host stations) sign all broadcast
services on behalf of all stations they transmit. Guest stations do not need individual
signal signing certificates.

Additionally, a Lighthouse or Host transmitter is required to purchase a certificate if any
Broadcast Applications (either Host's or Guest's) are being sent. Only one of these
certificates is required for the transmitter to cosign any apps being distributed over the
air by the station.

Lastly, any author of a Broadcast App is required to obtain a certificate to sign their own
application (this is the app that will be co-signed by the Lighthouse Broadcaster
Application certificate). Once an app is signed, it can be used as many times on as
many different transmitters as needed (bearing in mind each transmitter needs to be
certified to transmit app data).

3.1. File Naming Conventions

Since there will be numerous data files generated, exchanged, and stored as part of this
configuration process, it is important to establish a naming convention for effective
identification of the various data elements used in the step-by-step process. The file
naming convention used in this document has the following parts:

<Station-ID><type><serial no>

Where:
e <Station-ID> should be the station call letters. In the case of Application signing,
this should be company abbreviation.
e <type> should be
o For signaling signing either CDT or SMT, or
o Omitted for application signing
e <serial-no> is a number the broadcaster can assign if there are multiple
Certificates to help distinguish one Certificate from an earlier version.

For example, the following name could signify the CSR for the certification data table for
a fictitious station with call sign WZZZ, serial number 1:

Wzz27Z2cdtOl.csr

In addition, files exchanged with Eonti may include additional type information,
depending on the purpose of the certificate.

<Station-ID><purpose><type><serial no>

Where:
e <Station-ID> should be the station call letters. In the case of Application signing,
this should be company abbreviation.
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e <purpose> should be
o Signaling Signing
o Application Distributor
o Application Author
o <type> should be
o For signaling signing either CDT or SMT, or
o Omitted for application signing
e <serial-no> is a number the broadcaster can assign if there are multiple
Certificates to help distinguish one Certificate from an earlier version.

When applicable, file naming should incorporate this purpose. For example, the
following name could signify a privacy enhanced mail (armored format) for the signaling
signing certification data table for a fictitious station with call sign WZZZ:

WZZZ-signaling-signing-cdtO01l.pem

Here is an example of a privacy enhanced mail for the application distributor for a
fictitious broadcast company ACME, serial number 1:

ACME-application-distributor(0l.pem

3.2. Storing Private Keys, Certificates, and CSRs

3.2.1.USB Tokens

After a Private Key, a Certificate, or a CSR is created, it needs to be protected. There
are a few methods to do this depending on cost and company policy. One way to store
this important data is to use a hardened USB token. These tokens generally require a
physical pin to access the token. It is recommended that the Private Key be encrypted
once it is loaded onto the token. This double layer acts as extra security and adds a
level of assurance to prevent, for example the Private Key from being taken or used
without authorization. Storing keys in a file stored on either fixed or removable media,
even where that file has been encrypted, is strongly discouraged unless the media
device itself is safely stored in a location that requires multi-person access.

3.2.2.Key Backup and Redundancy

To ensure that Private Keys and Certificates can always be used and accessed,
backups should be created. At a minimum, two (2) backups should be created: one
onsite and the other offsite. If you lose your private key, you will be unable to install your
certificates, you will need to generate a new key pair and re-issue the certificate.

One method to create the offsite backup is using a local bank to store a hardened USB
token in a safety deposit box. If feasible, a geographically diverse location should be
used. If your company has multiple locations, then the Private Key can be stored at a
second location. It should be noted that at the second facility the Private Key should be
secured, and two-party control should be maintained to prevent unauthorized access.
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3.2.3.Multi-Party Control

At all times, a Private Key should only be accessible with multi-party control. Multi-party
control ensures that one malicious insider or inexperienced technician is not able to act
alone. It requires at least two (2) people to allow an action to take place. This prevents
unauthorized use and also adds assurance that the key will not be unintentionally
deleted or corrupted. Separation of duties in multi-party control is very important. An
example of multi-party control with separation of duties would be if one employee has
access to the USB token, another employee has access to the password for the token
and a third person has access to the laptop where the key pair is created.

4. Certificate Generation

4.1. Third-party Tools

Commercial companies delivering signing engines have features to generate the
necessary CSR files. The process differs depending on the vendor and tools employed.
See Appendix C for examples using third-party vendors’ platforms.

Many steps in this document (CSR and certificate generation, certificate validation, etc.)
depend on command-line tools from the OpenSSL project (www.openssl.org). These
are included with all Linux distributions and can be readily installed on Windows and/or
Mac computers. See the following site for a variety of options for OpenSSL distributions:

https://wiki.openssl.org/index.php/Binaries.

The following site offers a variety of OpenSSL installers for Windows computers:
https://slproweb.com/products/Win320penSSL.html
In addition, when transferring sensitive files such as private keys and certificates, be

sure to follow your local IT department's policies regarding such transfers. We use
WinSCP, a popular file transfer client, that supports secure copying and secure FTP:

https://winscp.net/eng/download.php

4.2. Step-by-step Commands for Certificate Generation

4.2.1.Generate the CSR

Once the OpenSSL tool is installed and configured on a host computer, enter at a
command-line prompt the following command to generate the CSR for the CDT table
(remember to use your own <Station-ID><type><serial no> fields):

openssl req -new -newkey rsa:3072 -noenc
-keyout WZZZ-signaling-signing-cdt0l.key
-out WZZZ-signaling-signing-cdtOl.csr

Note that you will be asked to enter the following fields of information to be associated
with the CSR. Answer to the best of your knowledge; they do not have to be perfect but
are used for informative purposes.

e Country Name (2 letter code)
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State or Province Name (full name)

Locality Name (e.g., city)

Organization Name (e.g., company)

Organizational Unit Name (e.g., dept)

Common Name (enter <Station-ID><type><serial no>)
Email Address

Repeat for the SMT table:
openssl req -new -newkey rsa:3072 -noencdes
-keyout WZZZ-signaling-signing-smt0l.key
-out WZZZ-signaling-signing-smtOl.csr

Keep the . key files handy as they will be needed later in the process. At the end, store
them securely along with the certificates and verification results as per Section 0.

4.2.2.Exchange Files with Eonti

The . csr files generated above should be transmitted to Eonti. Email is adequate for
this transfer since no Private Keys are contained in the CSR. After Eonti uses the CSRs
to create the Public Key Certificates, they will return three Certificates for each request.
For example, for the CDT request:

e ATSC3 Root-CA root.crt
e A3SA Signing CA intermediate.crt
e A3SA Signaling Signing cdtOl primary.crt

The primary certificate (aka the end entity certificate) requires binding to its private key
as is described in the next section. The Root CA and ICA installation is done without
the binding process.

4.2.3.Bind Broadcaster Private Keys to the Certificates

If you used a signing engine to generate the CSR, then that Signing Engine might
automatically perform the binding process described in this section as the primary
Certificates are imported into the system. For these implementations, this section
should be skipped. If the Signing Engine that is going to be used does not perform the
binding to the previously generated Private Key, the process described in this section
must be followed for successful installation of the primary Certificate.

When you receive the primary certificates from Eonti, they do not contain the
broadcaster Private Key. However, in order for the signal signing tools to construct
signing tables properly, you need to bind the broadcaster Private Key with the
Certificate.

At a command-line prompt enter the following command to insert the broadcaster
Private Key into the CDT signing certificate.

openssl pkcsl2 -export -out A3saWZzZcdtO0l.pl2
-inkey A3SA-signaling-signing-cdt0l.key
-in "A3SA Signaling Signing cdt0l primary.crt"
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Repeat for the SMT certificate:

openssl pkcsl2 -export -out A3saWZzZzsmtO0l.pl2
—-inkey A3SA-signaling-signing-smtO0l.key
-in "A3SA Signaling Signing smt0l primary.crt"

5. Certificate Installation

A number of companies delivering tools and technology to the broadcast industry for
NextGen TV have products that provide application and signal signing features suitable
for A3SA compliance. The process to install the certificates on these Signing Engines
differs depending on the vendor and tools employed by the broadcaster. Therefore, the
process is described separately for each vendor in the following sections.

5.1. Certificate Installation Using Triveni

Here we describe the certificate installation process for the Triveni GuideBuilder XM
(GBXM) Signing Engine. For more information see:
http://www.trivenidigital.com/products/quidebuilder-xm-atsc3-metadata-system.php.

1. If you used the GBXM to generate the CSR, the GBXM automatically binds the
primary Certificate to the Private Key during the Certificate import to the system,
so the binding process described in Section 4.2.3 should not be followed.

2. Put all four certificates in a local folder on the GBXM. Use WinSCP or similar
program allowing secure transfers. In our example this would be:

e ATSC3 Root-CA root.crt

e A3SA Signing CA intermediate.crt

e A3SA Signaling Signing cdt0Ol primary.crt
e A3SA Signaling Signing smtOl primary.crt

3. Go to the Config App/Certificates section of GBXM. Click Add and select the four
files, see below:
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Figure 1. Add Certificates to GBXM

4. Click Commit after they are added.
5. Now click on the ConfigApp/Transports tab.
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Figure 2. Link Certificates to Services on GBXM

6. Select your Transport and click Edit. From the pop-up window, select the actual
Service Group and click edit again.

7. In the Signal Signing area, you will link the SMT using the Current Certificate link
and the CDT using the CDT Certificate link. For initial setup, you will not need to
link a certificate to Next Certificate. Click OK.

8. Be sure to click Update, then click Commit.

9. Note: The Root and Intermediate ICAs don’t need to be assigned, they just need
to be imported in the previous steps.
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5.2. Certificate Installation Using DigiCAP

The following steps should be followed to install the signing certificates on the DigiCAP
DigiCaster signing engine.

1. Go to the Configuration/Security menu to import the CRT files you generated
in Section 4.2. You must import them in the following order:
a. Root (e.g., ATSC3 Root-CA root.crt)
b. Signing Intermediate (e.g., A3SA Signing CA intermediate.crt)
c. Primary for CDT (e.g., A3saWzZZcdt01.p12)
d. Primary for SMT (e.g., A3saWZZzZsmt01.pl2)

2. Turn on Signing Security and choose SLT and STT in the Signing LLS List.

22 7 DigiCaster (VS Deno

053314

RRT [ System Time

20010701 0000:00 20220630 235959

2020-01-16 00:00:00 20280418 235959

201804-19.0000:00 20680418 236959

20210701 00:00:00 20220630 235959

Figure 3. Enabling Signing on DigiCaster

3. Now go to Monitoring and then edit the services you want to have signed.
Turn on the Signal Signing under the Edit Service section.

GroupID 1

digicaster atsc senvice5001

®on

Figure 4. Link Certificates to Services on Diiter
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5.3. Certificate Installation Using Enensys

The following steps should be followed to install the necessary certificates on the
Enensys MediaCast signing engine.

1. Click on Certificate tab.
2. Click Import PKCS#12 and select the CDT with Chain .p12 file. The certificate

should now be loaded. Do the same with the SMT .p12 file.

Certificate

GENERATION CERTIFICATE LIST

Figure 5. Add Certificates to MediaCast

3. Now go to Signaling and down to the Certificates area.
4. Click Add New + and choose the CDT certificate you loaded earlier. Click Use
for CDT signing and hit apply. Do the same for the SMT.
MediaCast
ATSC3

Signaling
LLS

\\\\\\

Figure 6. Assigning Certificates to Services with MediaCast

5. Make sure to turn on SMT/CDT signing by using the slide button.
6. Go to the Services tab and make sure to turn on the signing slide button for the

actual services you want signed too.
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6. Verification of Signal Signing Installation

The verification process consists of the following high-level steps, described in the next
sections:

1. Verify that all installed Certificates are good using the integrated Signing Engine
OCSP request/response, if available,

2. Verify your installation using an IRD and its built-in validity checking,

3. Perform manual certificate extraction and validation, and

4. Testing using ATSC 3 TVs for the consumer market.

You will need to record the results of your testing described in Sections 6.1, 6.2, and
6.3. You must record the results in the fillable form that is available in Appendix A [1], or
upon request by emailing compliance@a3sa.com.

6.1. Verification of Certificates Using Signing Engine OCSP
Features

Some Signing Engine implementations offer a user interface feature to verify that each
installed Certificate is good by querying the OCSP database. If this is available, perform
this step first. The instructions for performing this step will vary depending on which
Signing Engine you have deployed. Refer to the vendor specific user documentation.

6.2. Verification Using IRD Validity Checking

A number of companies delivering tools and technology to the broadcast industry for
NextGen TV provide IRDs with features suitable for verification of application and signal
signing setup compliance with A3SA. For example, the following products can each be
used in varying capacity to analyze and record ATSC 3 broadcast streams received
from RF, Ethernet, and PCAP file inputs:

e Sencore ARD3100
https://www.sencore.com/product/atsc-3-0-receiver-decoder-ard-3100-3400/

e DS Broadcast BGD4100
http://dsbroadcast.com/ds/product/?A=2&uid=5

e Triveni StreamScope XM
http://www.trivenidigital.com/products/streamscope-atsc3.0-broadcast-stream-
analyzers.php

In each case, the exact procedure and IRD setup varies. For example, using the
StreamScope XM, click the “System Tables” button in the left panel to check the
certificate status for a specific service. Otherwise see the vendor and product-specific
documentation to perform basic verification that the ATSC 3 stream with signal signing
configured is operating without issue.
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1. Before enabling service signal signing, confirm that both the CDT and SMT show
a Signature status as "unsigned."

2. After enabling signal signing, confirm that both the CDT and SMT Signature
status shows “Valid” and *not* “unsigned,” "revoked," or “invalid.”

6.3. Certificate Extraction and Validation

Certificate extraction and validation is a strongly recommended series of steps to
complete self-certification for signal signing. Please follow these steps in order to verify
that the necessary Certificates have been correctly generated and installed. The steps
in this section will also be used in the event of an audit.

A number of companies delivering tools and technology to the broadcast industry for
NextGen TV have IRDs that provide certificate extraction features suitable for
verification of signing setup suitable for ASSA and ATSC 3 compliance. The process to
extract and verify the necessary Certificate generation and installation differs depending
on the vendor and tools employed by the broadcaster. Therefore, the process is
described separately for each vendor in the following sections.

However, for each vendor, the process follows these high-level steps:

1. Extract the certificates from the signed signaling message tables emanating from
the newly installed broadcaster Signing Engine,

2. Perform a basic decode and manual inspection of the information in the
certificates,

3. Parse the certificates using OpenSSL, and

4. Confirm the validity status of the certificates using the Online Certificate Status
Protocol (OCSP).

Please note that this last step requires the computer being used to perform the
validation to be connected to the Internet.

6.3.1.Sencore ARD3100
TBD

6.3.2.DS Broadcast BGD4100
TBD

6.3.3.Triveni StreamScope XM
6.3.3.1. Certificate Extraction Using StreamScope

1. Provide as input to StreamScope XM a signed signal. This can be done directly
via RF, via ethernet/IP, or by providing a PCAP recording of the signal.
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Click System Tables in the left side panel.

Then click on the CDT.

Click XML in the right pane, and then click Download. Move the file to your
working computer where you have access to text editors, OpenSSL, and the
Internet.

Signaling Checklist Source Location

Signature  Service PI P Address Port  First
" Service Detils . CDT Signaling Message A X

o o PLP Type Address Source ID #Grps  Signature
Service Guide - 0 CDT  224.0.2360:4937 127.0.0.1:4937 o 1 Valid

Tree XML Raw XML
Structure & Bitrates

4 System Tables

="PT248H" />

WIBAgIQLEVhIHYQr7ouDCQisC/eUTANBgkqhkiGOweBAQsFADBSMO.

Download

Figure 7. StreamScope XM System Tables for Certificate Export

Open the downloaded XML file. Many applications can open and read XML; for
example, you can use a text editor or your default browser. The example below
uses Notepad++ (https://notepad-plus-plus.org/ ) on Windows OS.
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1File Edit Search View Encoding Language Settings Tools Macro Run Plugins Wmdow 2

IPYE)

UrT=] ih g & & |[EE a[hE]s] =@ ] L

] TriveniExportExample.xml E3 ‘

k2xml version="1.0" enc
I 2 [H<certificationData xml

oding="UTF-8"2>
"tag:atsc.org,2016:XMLSchemas/ATSC3/Delivery/CDT/1.0/">
sh="PT596H31M23S">

<ToBeSignedData
<Certificates>
MIIFIzCCA4ugAwIBAgIUN4AFIwhrxeDVkUu+OmmmeErE1MpMwDQYJKoZ IhveNAQENBQAWCDELMAKGA1UEBhMCVVMXKDAMBgNVBAOTHOFUUOMgMy 4wIFN1Y3Vy
aXR5IEF1dGhveml0e SBMTEMxFzAVBgNVBASTD 1NpZ2 5pbmegQOE tREMxMR4wHAYDVQODEXVBVEND IDMuMCBTaWduaW5n IENBLT IwHhcNMjEwOT I SMTUXMDMx
WhcNMj IwOTISMTUXMDMxW jAOMOswCQYDVQQOGEwIVUZENMASGAL1UEChMEQTNTQTEWMBQGA1UEAXMNQTNTQSBTUYBTTVQEQTCCAaIwDQYJKoZIhveNAQEBBQAD
ggGPADCCAYoC jouvl?7 JXMKCy1KJO5kCqaJUH+mk5C5 fRNLeyZm0g1011ZxIYLazeGuyMgDq3j EHnXD£XOKiNpB20Z 1 uXOWik8Za60Hsc
Cdzu75KS6NBWioideK1Udrk9DEOglbdhuArdU9spJ+Gh8XEdckeeh/uKe+bIUlfpLmATYRF1XQaIWRLxrs+6mx6qFEH1nzxhjpufk/u06/nS8X3U3COdiPvD
4vYo39bstioJjO0fUMhL5ArVBFrYH9JqFodzyopMgAVTBO5rhD LBVhj3ZZ£31 0IVxhIF6i7zRDfDOXEWXNOHtAHSOMTnGQEiEWHEUIpQJdd
MkAya7HesF24keW4xIURWhgal+spBkUzbWDg30snt tOYJNJRNIy jQWCPjZhfHIvDybxvI91bd3HIGOUWXIxyzQWQA3L50KtT7vIbnwID3A/HGWbsi58vvzoT
Sd5x0IJXqeysYPecl j5Mp8qxiSAvUSDvkP/E6vv/WTvAgjENpwIDAQABO AHWMIHtMAWGA1 UdEWEB /wQCMAAWHQYDVROOBBYEFPy £ 6 fgteogmMXeHcTIg68vI
tmp+MB8GA1UdIwQYMBaAFKDe /SSQWUGCIZenf+GWO+KBaMa2MA4GA1UdDWEB /wQEAWIHgDAYBgNVHSUBA£8ED j \YOSYCUDMDgGCCsGAQUFBWEB
BCwwKjAoBggrBgEFBQowAYYcaHROcDovL29jc3Aub251 LmRpZ21 j ZXJ0LmNvbTAaBgNVHSABA £ SEEDAOMAWGC i sSGAQQOBg5R jAgEWHQYDVROJBBYwFDASBgor
BgEEAYOSYAKBMQQCAgwoMAOGCSqGS Tb3DQEBDQUAAA TBgQCkvpqotvT6j+FELiBufGyc+AravE9djlaCd3VLHYBc2s1vQY1Q2 jpecFJI13BZ8yC+WNIrJkGYbS
CLO8Ymvs2Cs/41ies90ZNKEL jh 4eSizTiQReoXD LudULVFhvBg8s 9v/xq0VG648 £gMSQAEOpQTJIS3kNbS+T6SNk tp1CIBQy tdAEPDU
w0xwJC/prDE/EpMsWH2e2aeyn4Wj1£M+6RLr7yHyN1JVASPjXX8C010oV0r2ikiqUGiURIJ/k1xPkeDIgkO6EWTpWS0x1agXfthuDPFHLAOULoyDxrQdB42MWT
qeydRt8rv2dNcVmDm1EsPNMT1TbGarctGv63w87vwmVbUI79E8+5KHAYSQN32b5M1H1uGP£5nrJ5L8EMPI1Trqt IEONB1EGwnrYaJNAQt4 jv4V/JodbV5cLs
FOstmIqpk4xdzyVUeKUTI9/GgR5mQsvEBKg6KEEAGhWQNXnCkoHOVPchybCIcLsP+rXDAtZAXyrthpQ=</Certificates>
<Certificates>
MIIF7zCCA9egAwIBAgIQHYHAommgPZqvEOoQoWT22uDANBgkqghkiGIwOBAQOFADBMMQswCQYDVQQGEwWJIVUZERMABGA1UEChMIUGVhcmwgVEYXE JAQBgNVBAST
CVJIvb3QgQOE tMTEWMBQGA1 UEAXMNQVRTQzMgUm9vdC1DQTAe Fw0yMTA5SMDgwMDAWMDBa Fw0 zMDASMDgyMzU5NT 1 aMHAXCzAJBgNVBAYTA1VTMSgwJ g YDVQQK
Ex9BVFNDIDMuMCBTZWN1cml0eSBBdXRob3JpdHkgTEXDMReWFQYDVQQLEwWS5TaWduaW5n IENBLURDMTEeMBwGA1UEAXMVQVRTQyAzL jAgU2 Lnbm1uZyBDQSOy
MIIBojANBgkghkiGI9wOBAQEFAAOCAY8AMIIBigKCAYEAU7US20xGzCtEMQZTFROEN 3hV7UuOH8 rXbrd LSS5VTO: 8ntsS15
Ijxvgj8rjlZzeHY7p9enLpILnbmC4/VtiRMIW5waoqCtTrHYG2soYweyoed jyhvXQSZzZPi3gSX5wg jWAINLbPc+1KwL61nPFqwuy8QeEi tVIdhR+V5HS 3kt
73k Iru+aHFvmDhEKRxrZTZ1clayEC! TodRpvql4yNuAppStJ71DIIsqZk7HAYcUDSLhbgbGxN6UMWPb+U7zzTIGQBCP297vFCOUH vIvSM5QU3t £2
M1QDNk £ty IqDohKKBJKQGSODGPOHCKXPPisv9itKaM4gPMh/GeZZRwiwt0i+nQwndmleViUGDILMiDeNnm5z6qI0+YwaV4G+/HKUJ0SpVmA3vH/UPu0ZcOnv
k8wvcVZt jdsubm/ncSMOBjs1Z6spgt010QNGas40DHyeqt46vdL2MxB8b jv0z0a3DwOx2FvbJIQnhAGMBAAG jggENMI IBI zZASBGNVHRMBA £ SECDAGAQH /AGEA
MDUGA1UJIAEB/wQrMCkwCwYJKwYBBAGD1GMCMAWGCisGAQQBg5R jAGEWDAYKKwWYBBAGD1GMCA jBMBgNVHRSERTBDMEGGP6A%h j todHRwOi 8veGtpLWNybC52z
eWlhdXRoLmNvbS9vZmZsaW51Y2EvUGVhemxUVkFUUOMz Um9vdENBLmNy bDAOBgNVHQ8BA £ BEBAMCACYWHQYDVROOBBYEFKDe / SSQWUgCI Zen£+GWO+KBaMa2
MB8GA1UdIwQYMBaAFAVpwvy6iPDgHPhy J MDgGCCSGAQL ‘wwKjAoBggrBgEFBQewAYYcaHROcDovL3BrasS1vY3NwLmRpZ21 j ZXJOLmNv
bTANBgkghkiGIWOBAQOFAAOCAGEAE tmDPuS023t4GSaMMtMkPyh8 IG5B2HOPtnwjXz£418ar2XCMcaRI7jGk12+VPOg5S6baCKin+QSgbGonU6mHIeLEh12 £
CpRMnM6XhzdplCCj 7xMZAHE5AhuCZ+M5 tgaQe 1VvAWI rWHVMK1 Jdw4q6GD tEKXFOcTYXyrinMqR65P2qv jEaJZUNARSo/yuxu0UrkbNtuJ 9TzQABnY 5y 7pTg
cJOBbGes 6bC/VrWurUXDFpeNfybm5PRZE9r1sIIeT4J+3i7BGpUdnrPWQrk 6NNa6M36XKxeldh1HptyNXwOPamS5qpw7ewQAR1P495uORVAM3p50TN2v XKL
gDQENi +Kmo/E+ORKaLJtgbet03j11hRIL7Gau8DdykvnTHkm2 /yxB0tDZTbrTRJIciPjFHSRXmYQAYQYaod729shWngSgNEO8n4RkiVSsSFbhrCXh+ZrCFIwBp
£fCVoDaLemjriVy4SK7Hxmr39XxF66B9fBnGLXMvgy YRymNWPyys53/wl+iZt4KTm5W5i0hdIXaJx006b+EFeNZsDi8p52nvi5SL5rtxw/1GAIiz39RTGdA/w2t
hKQ+USVa7zY5s11zUBMjepeog/00PwtbGecP38U60W8vVL0ObQGbWSHUNP58GGCY 9Wk 61 1mhinOmrpmlBsHqAYVEFDCJIZGOKAXMNukaxP6ey 6xmIg=
</Certificates>
<Certificates>
MIIFIzCCA4ugAwIBAgIUFkGYR5evKD8kRIyzJxXF3iZEQccEWDQYJKoZIhveNAQENBQAWCDELMAKGA1UEBhMCVVMXKDAMBGNVBAOTHOFUUOMgMy 4wIFN1Y3Vy
aXR5IEF1dGhveml 0e SBMTEMxFzAVBgNVBASTD 1NpZ2 5pbmcgQ0E t REMXMR4wHAYDVQQODE XVBVFND IDMuMCBTaWduaW5n IENBLTIwHhcNMjEwOT I SMTUwODMS
WhcNMj IwOTI5MTUwWODMSW j AOMQswCQYDVQQGEwWJIVUZENMASGA1UEChMEQTNTQTEWMBQGA 1 UEAXMNQTNTQSBTUYBDRFQGQTCCAa IwDQY JKoZ ThvcNAQEBBQAD
ggGPADCCAYoCggGBAOP1g+114D: DEMxIA/qZp lyoYYZZRz4MysPra05x4ALGME5s1bK4bycxU41Kin8S jNYCcjOT20kq6ugM/Nd262c19234u
47AWYqbMyCkInp2A6834ul 6GUsxbVd3oBLeYulmKzXoNnxzgIkZ8001gMEbVQMOhI 9yu/DMA9Q2 e+ IghH+pCdnLwOlSeds1Pi2g0JHderb2SmVmJ9aku6/v0
lcLlveroVsmGJsggJdwi3RjhhgyTbk2WNQ/ 6aF /YhRvVRXvvQssvIealWgK7 IN3eEJ4a91Szqqf0ByQIUpBXSoHFqL j tmiXLs£9VimuYbjcR1 jI51obuXycNL
asXUang/nw/Bc+q/be7ht1y;HLFAx/sz/Z’rfchmmaml;mAqthEvoe/c/4RthFYg0fyoGBJpjmuxs3yhboEG/2p5LaEKusIgtmhyTnA'ryAcwyp
K: y 1syrHx00K1Pu7CvOVFDRQIDAQABo4HWMIHtMAWGA1UJEWEB/wQCMAAWHQYDVROOBBYEFO9JTZAp039wgXSnDPD8cX5D
hWSMBSGAIUdeQYMBaAFKDe/SSQWUgCIZcnf+GWO+KEaMaZMAdGAlUd.DwEB/wQEAwIHgDAYBgNVHSUEAfBEDjAMBgorEgEEA‘IOSYCUDMDgGCCsGAQUFEwEB
BCwwKjAoBggrBgEFBQowAYYcaHR0cDovL29jc3Aub251LmRpZ21 j ZXJ0LmNvbTA2aBgNVHSABA £8EEDAOMAWGC i sSGAQOBg5R jAGEWHQYDVROJBBYWFDASBgor
BgEEAYOSYAKBMQQCAgWOMAOGCSqGS Ib3DQEBDQUAAA TBgQBA9rh3L1CPTSRUQE 60JkugsD9z+2D£G71mdjidolyl/DOGXA jt5SoUBznWAO50UOyNgsu7xxDxr
3£hADv1J0020hQ78PQQqlqoqrFLE41JYmh5h0uF£2 /sLvZc+vtSidkrPDALEMNGSAAMSGKEDMNIB j FQFx2F6vIT4mqnSido2gveq/ +jLdmkbsUFP1Yc71h36

OVQ63HAKLO£4E6 IMGFAIK jkS95Xb7LDwWVeiTHNnim2Tu/KzDA4chLoV. NTQLp9Ad7 oNDDaApwPgpORpeTE i IMaOHj OWX8 THHO+9Hw1CAdur3Ewb+y
4tAI02ACPMrJ11XtOPeTXEAD/ 9Ab70gAlIDhPBOL+coEwS+/udBYZuBCZxxJJIVISz19h9Ji8aLed0Q: 0AsykulCtkyhWHOWDFPZFLTPjx+qZ/0y8Y
FSA38YYzA2n. D3BelqNPMalfyqy /IQzBETio+SIRLTTUSa/3Q4iBTZ54WvDj1AdCo=</Certificates>

<CurrentCert>/J/p+C16iCY¥xd4dxMmDry/22and=</CurrentCert>
</ToBeSignedData>
<CMssignedData>

eXtensible Markup Language file length : 10,864 lines : 14 Ln:1 Col:1 Pos:1 Windows (CRLF)  UTF-8 IN!

Figure 8. Text Editor View of Triveni GBXM Certificates in XML format
6. There should be three lines that start with the XML tag <Certificates> and end

with </Certificates>. These contain the bodies of the three Certificates of interest:
the primary CDT, the primary SMT, and the ICA.
a. The exact order of Certificates in the XML file is vendor workflow specific.

b. At this point, which XML string comprises which Certificate is unknown.

6.3.3.2.

Certificate Inspection Using ASN.1 JavaScript Decoder

Repeat the following numbered steps for each of the three lines containing:

<Certificates> <cert body data> </Certificates>

1. Copy to your clipboard all the text between the <Certificates> tags. Make sure to
copy any "=" characters at the end of the string too.

2. Bring up the ASN.1 JavaScript decoder tool at: https://lapo.it/asn1js/. This tool

can either be used via the Internet website, or it can be installed locally.

Paste the data from your clipboard into the blank field and then click “decode”

3.
4. Confirm that the string parses without error messages.
5

You may be able to find and recognize some PrintableStrings that should align
with the data you entered during certificate generation. In particular, find the
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"OBJECT IDENTIFIER 2.5.4.3" line and under it the PrintableString. This is the
Subject Common Name; check it for consistency with your station and signing
table. For example, this screen shot shows the decoding output of the XML
example in the last section:

v IR
E ASN.1 JavaScript decoder X +

£ C O @& lapo.it/asnijs/#MIIFIlzCCA4ugAwIBAgIUN4FIwhrxeDVkUu-OmmmeErE1MpMwDQYJKoZIhveNA s BOo»xO0@ :
it Apps A3SA Apps ATSC Audio Computers Imported T Privacy Search Software Streaming Video

ASN.1 JavaScript decoder

SEQUENCE (3 elem)
SEQUENCE (8 elem)
[e] (1 elem)
INTEGER 2
INTEGER (158 bit) 316877626661181603170510911537430760998078591635
SEQUENCE (2 elem)
OBJECT IDENTIFIER 1.2.840.113549.1.1.13

NULL
SEQUENCE (4 elem)
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.6
PrintableString US
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.16
PrintableString ATSC 3.8 Security Authority LLC
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.11
PrintableString Signing CA-DC1
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.3
PrintableString ATSC 3.8 Signing CA-2
SEQUENCE (2 elem)
UTCTime 2021-09-29 15:18:31 UTC
UTCTime 2022-09-29 15:18:31 UTC
SEQUENCE (3 elem)
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.8
PrintableString US
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.18
PrintableString A3SA
SET (1 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 2.5.4.3
PrintableString A3SA 55 SMT A
SEQUENCE (2 elem)
SEQUENCE (2 elem)
OBJECT IDENTIFIER 1.2.848.113549.1.1.1
NULL
BIT STRING (3184 bit) 281160008100800 110ea10 101220001 110062021000048...
SEQUENCE (2 elem)
INTEGER (3072 bit) 450928414985340970218841583560734194093261067851862668071850532000389...
INTEGER 65537
[3]1 (1 elem)

QENIIENCE (R =lam\

Figure 9. PrintableString of "A3SA SS SMT A": the SMT Primary Certificate

6.3.3.3. Parse the X.509 Certificate Using OpenSSL

Once you have checked that the body of the extracted text decodes without error, the
next step is to create a new text file for each Certificate. For each of the three lines with

<Certificates> <cert body data> </Certificates>

Repeat the following steps:

1.

2.

Create a new text file using a familiar text editor. On Windows, Notepad++ is a
possible choice ((https://notepad-plus-plus.org/ ).

Copy to your clipboard all the text between the <Certificates> tags in the XML
export download. Make sure to copy any "=" characters at the end of the string.
The text files need to be limited to 64 characters per line. A variety of methods
can be used to do this; for example, you can paste the clipboard to the new text

file and break the lines after 64-characters manually using the text editor.
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a. Alternatively you can use the following online tool:
https://onlinetexttools.com/split-text

b. Paste the Certificate body data into the web page "input text" field.

c. Under "text splitter options" click the radio button next to “Use Length for
Splitting” and set the Iength to 64.

d. Inthe webpage "pieces" section, click "Copy to clipboard"

. Once the Certificate body data has been split into lines no longer than 64

characters and pasted into the new text file, add a header and a footer at the

beginning and end of the file:

<pasted certificate data>
————— END CERTIFICATE-—-—---

. Save the file. You can use a temporary name because at this point you may not
know which certificate it is; e.g.,

TempCert. txt
You will rename the certificate file in a subsequent step.

. From a host running OpenSSL, parse the certificate data you just created. Enter
at the command prompt:

openssl x509 -text -noout -in TempCert.txt

. Make sure no errors are the returned.

. The following fields should be searched for and checked for consistency with
your stations' certificate application:

a. Check the validity period (not before, not after) and ensure the dates are
consistent with your intended usage.

b. Check the Issuer Country (C = US) and Issuer Organization (e.g., O =
A3SA in these examples, but more likely your organization name).

c. Check the Subject Common Name (CN) field in particular (in the
screenshot below, see Subject: .. CN =). This should be consistent
with the data entered during certificate generation. Confirm that it matches
your expectations. From this you should be able to identify which
Certificate this is (CDT, SMT, or ICA).

9. Rename the certificate file based on the common name identification from the

prior step. For example, where "SS" is shorthand for "signal signing,"

ren TempCert.txt A3saPrimarySScdtOl.crt
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C:\Users\dangelic@\Documents\A3SA\eonTi\TestCerts>openssl x509 -text -noout -in TempCert.txt

Version: 3 (@x2)
Serial Number:
16:41:98:47:97:af:28:3f:24:44:8c:b3:27:11:77:89:91:10:71:cl
Signature Algorit sha512wWithRSAEncryption
Issuer: C = US, O = ATSC 3.0 Security Authority LLC, OU = Signing CA-DC1l, CN = ATSC 3.8 Signing CA-2
Validity
Not Before: Sep 29 15:08:39 2021 GMT
Not After Sep 29 15:08:39 2022 GMT
Subject: C = US, O = A3SA, CN = A3SA SS CDT A
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (3072 bit)
Modulus:
00:e3:f5:83:ed:65:€0:3b:
10: :fa:99:a7:db:
cf: :fa:da:d3:9c:
6c: tcc:54:e2:52:
8c: R EHEHEREEH
db: 1b0:16:62:a6:
eb: 18e:86:52:cC:
ba: 17a:0d:9f:1c:
tdc:
3728

38:ad:4f:bb:
Exponent: 65537 (©x10001)
X509v3 extensions:
X509v3 Basic Constraints: critical
CA:FALSE
X509v3 Subject Key Identifier:
EF:49:4F:30:29:D3:7F:70:81:74:A7:0C:F0O:FC:71:7E:43:85:55:79
X509v3 Authority Key Identifier:
keyid:A@:DE:FD:24:90:59:48:02:21:97:27:7F:E1:96:3B:E2:81:68:C6:B6

X509v3 Key Usage: critical
Digital Signature

X509v3 Extended Key Usage: critical
1.3.6.1.4.1.51552.37.3

Authority Information Access:
OCSP - URI:http://ocsp.one.digicert.com

X509v3 Certificate Policies: critical
Policy: 1.3.6.1.4.1.51811.2.1

X509v3 Subject Directory Attributes:

Figure 10. Screenshot with CN = "A3SA SS CDT A" the primary cert for the CDT

6.3.3.4. Check Certificate Status Using OCSP

At this point you should have three Certificate files: the CDT, the SMT, and the ICA that
was used to sign the CDT and SMT Certificates. Next you should check that the online
status of these Certificates is good using OCSP.

Now check their status with the A3SA OCSP responder. First find the OCSP URL and
hostname. This is found within the Certificate itself. For example, in Figure 10, the
"Authority Information Access:" block provides the OCSP - URI of
http://ocsp.one.digicert.com. Therefore, use that URL in commands used to check the
OCSP status of that Certificate.
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Please note that in each of the following numbered steps:

e The example names used here are representative and use A3SA as the sample
organization name. You may have a slightly different naming convention, using
call letters and/or different organization names. Be sure to use filenames that are
indicative of the type (primary, intermediate), purpose (signal signing, application
author, application distributor), call letters, etc. (See Section 3.1).

e The exact syntax of the OpenSSL commands varies by platform OS, especially
in the command entry for the Host option. Check your local documentation.

1. Check that the OCSP status of the CDT primary certificate for signal signing is
"good":

openssl ocsp -issuer A3SA Signing CA intermediate.crt -cert
A3saPrimarySScdtOl.crt -noverify -url
http://ocsp.one.digicert.com -header
Host=ocsp.one.digicert.com

Select Win64 OpenSSL Command Prompt - O X

C:\Users\dangelic@\Documents\A3SA\eonTi\TestCerts>openssl ocsp -issuer A3SA_Signing_CA_intermediate.crt -cert
A3saPrimarySScdt@l.crt -noverify -url http://ocsp.one.digicert.com -header Host=ocsp.one.digicert.com
IA3saPrimarySScdtel.crt: good

This Update: Feb 15 16:09:06 2022 GMT

Next Update: Feb 22 16:09:06 2022 GMT

C:\Users\dangelice\Documents\ABSA\eonTi\TestCerts>I

Figure 11. Example "good" Status from OCSP on CDT
2. Check that the OCSP status of the SMT primary certificate for signing is "good":

openssl ocsp -issuer A3SA Signing CA intermediate.crt -cert
A3saPrimarySSsmt0Ol.crt -noverify -url
http://ocsp.one.digicert.com -header
Host=ocsp.one.digicert.com

B Win64 OpenSSL Command Prompt - o X

C:\Users\dangelic@\Documents\A3SA\eonTi\TestCerts>openssl ocsp -issuer A3SA_Signing CA_ intermediate.crt -cert
A3saPrimarySSsmte@l.crt -noverify -url http://ocsp.one.digicert.com -header Host=ocsp.one.digicert.com
[A3saPrimarySSsmtel.crt: good

This Update: Feb 15 16:09:06 2022 GMT

Next Update: Feb 22 16:09:06 2022 GMT

C:\Users\dangelice\Documents\A3SA\eonTi\TestCerts>_

Figure 12. Example "good" Status from OCSP on SMT

3. Check that the OCSP status of the signing intermediate CA certificate itself is
also "good". In this case, you will need to provide as issuer the root CA you
received from Eonti (see Section 4.2.2).

openssl ocsp -issuer ATSC3 Root-CA root.crt -cert
A3SA Signing CA intermediate.crt -noverify -url
http://pki-ocsp.digicert.com -header Host=pki-
ocsp.digicert.com
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B8 Win64 OpenSSL Command Prompt - O X

C:\Users\dangelic@\Documents\A3SA\eonTi\TestCerts>openssl ocsp -issuer ATSC3_Root-CA_root.crt -cert
A3SA_Signing CA_intermediate.crt -noverify -url http://pki-ocsp.digicert.com -header Host=pki-ocsp
.digicert.com

A3SA_Signing_ CA_intermediate.crt: good
This Update: Feb 16 ©8:49:25 2022 GMT
Next Update: Feb 23 ©8:49:25 2022 GMT

Figure 13. Example "good" Status from OCSP on ICA

4. Repeat the above three OCSP commands but this time store the output in a text
file:
openssl ocsp -issuer A3SA Signing CA intermediate.crt -cert
A3saPrimarySScdtOl.crt -noverify -url

http://ocsp.one.digicert.com -header
Host=ocsp.one.digicert.com > A3saPrimarySScdt0l Status.txt

openssl ocsp -issuer A3SA Signing CA intermediate.crt -cert
A3saPrimarySSsmt0Ol.crt -noverify -url
http://ocsp.one.digicert.com -header
Host=ocsp.one.digicert.com > A3saPrimarySSsmtOl Status.txt

openssl ocsp -issuer ATSC3 Root-CA root.crt -cert
A3SA Signing CA intermediate.crt -noverify -url http://pki-
ocsp.digicert.com -header Host=pki-ocsp.digicert.com >
A3SA intermediate Status.txt

These files should be stored for your record keeping with the certificates.

6.4. Verification Using ATSC 3 TVs for the Consumer Market

For this verification step, you will need access to one or more consumer ATSC 3.0
televisions. Performing this step with TVs from multiple manufacturers, some with
signaling signing validity checking features and some without, is recommended.

6.4.1.Models

This step is not intended to describe a complete interoperability test, of course, but you
should test your newly installed and configured system on multiple consumer market
TVs from different manufacturers. At the time of this writing, the following manufacturers
have produced consumer market televisions with signaling signing validity checking
features:

LG Electronics
Samsung
Sony

Hisense
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6.4.2.Setup

The mechanism to enable application or signaling signing validity checking varies from
manufacturer to manufacturer. Please refer to the vendor-specific documentation for the
ATSC 3 televisions that you are using to verify broadcaster setup of signal signing.

6.4.3.Procedure

The process of verifying your broadcast setup of signal signing follows these high-level
steps:

1. Enable signal signing in the broadcast and confirm using a TV with signature
checking capability enabled that it shows no consumer warning.

2. If available, use an older TV that does not have the signature checking capability
at all, and check that playback remains normal after signal signing has been
enabled in the broadcast.

It is recommended to repeat these steps for TVs from multiple manufacturers.

Complete the Broadcaster Readiness Questionnaire and submit to A3SA at
compliance@ad3sa.com as soon as possible.
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Appendix A — Compliance Certification

This Appendix is representative of the Broadcaster Readiness Questionnaire for
NextGen TV Signal Signing [1]. To obtain the actual questionnaire as an editable fillable
form email compliance@a3sa.com.

This form is used to record verification test results and to self-certify that (1) broadcaster
installation and configuration of signal signing, and (2) all broadcasts that will be signed,
are both is in conformance with the ATSC 3.0 technical specifications/standards. When
complete, sign the form and submit by emailing this to compliance@a3sa.com.

PLEASE COMPLETE ALL FIELDS ACCURATELY
1. Station Information

| Organization: || Facility ID:
| Phone: || E-mail:

| Address 1: || Address 2:
| City, State: || Zip:

| Call Signs (List all that apply): ||

2. Tester Information

| Name: || Title:

| Phone: || E-mail:

| Address 1: || Address 2:
| City, State: || Zip:

| Org Name (if different than above): ||

3. Verification Results Using Signing Engine OCSP (Section 6.1)

|Signing Engine Make: Model: Software Version:

| [] Yes — this signing engine has certificate status checking using OCSP and it showed "good" for both CDT and SMT certificates.

| [ No - describe:

4. Verification Results Using IRD Validity Checking (Section 6.2)

|IRD Make: Model: Software Version:

| ] Yes — this IRD has signature validity checking and it showed "unsigned” for both CDT and SMT before enabling service signal signing.

| [J No - describe:

| ] Yes — this IRD has signature validity checking and it showed "Valid" for both CDT and SMT after enabling service signal signing.

| (] No - describe:
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5. Verification of Certificate Extraction and Validation (Section 6.3)

|Enter IRD tool used for Certificate Extraction:  IRD Make: Model: Software Version:

] Yes — the following certificates were all extracted without issue: Root-CA, Signing CA intermediate, Signaling Signing primary for CDT,
and Signaling Signing primary for SMT
] No - describe:

[] Yes —all extracted certificates (Root-CA, Signing CA intermediate, primary for CDT, and primary for SMT) decoded without issue, and
upon inspection those data elements listed in Procedure 6.3.3.2 (Step 5) were consistent with expectations.

] No — describe:

[ Yes - all extracted certificates (Root-CA, Signing CA intermediate, primary for CDT, and primary for SMT) parsed without issue as per
(e.g.) Procedure 6.3.3.3. All data elements listed in Procedure 6.3.3.3 (Step 8) were consistent with expectations.

] No — describe:

[] Yes - all extracted certificates (Root-CA, Signing CA intermediate, primary for CDT, and primary for SMT) show OCSP status of "Good"
per (e.g.) Procedure 6.3.3.4. The status logs have been saved as have the certificates and private keys as per Procedure 3.2.

] No — describe:

6. Verification Using Consumer Market ATSC 3 TVs (Section 6.4.3)

TV Make: Model: Firmware Version:

[ Yes - this TV has signature checking capability and with it enabled it showed no consumer warning after enabling service signal signing

[_1 No - describe: LINA
[ Yes - this TV does not have signature checking capability and it showed no consumer warning after enabling service signal signing.
] No - describe: LINA

TV Make: Model: Firmware Version:

[] Yes —this TV has signature checking capability and with it enabled it showed no consumer warning after enabling service signal signing

] No — describe: CINA
] Yes —this TV does not have signature checking capability and it showed no consumer warning after enabling service signal signing.
] No — describe: CINA

TV Make: Model: Firmware Version:

[ Yes - this TV has signature checking capability and with it enabled it showed no consumer warning after enabling service signal signing
] No - describe: LINA

[ Yes - this TV does not have signature checking capability and it showed no consumer warning after enabling service signal signing.
[_] No - describe: LINA
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Self-Certification

By signing here, | certify that (1) this verification test results report is true, accurate and
complete; and (2) any signal that will be signed with ATSC 3.0 Signaling Signing
Certificates will be fully compliant with the applicable ATSC 3.0 technical
specifications/standards:

Signature: Date:

Name: Title:
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Appendix B — Certificate Issuance Process

O(G) ‘ Signaling and Application Signing eonli
A 3 SA Certificate Issuance and Use
Building Trust Transparently
Certificate Account Eonti is A35A’s Registration and
Activation Management Authority for ATSC 3
signal and application signing
L4
Broadcaster contacts Eonti (a3sapkii@eonti.com) and * Note:
requests a broadcaster certificate account. * A35Aisthe policy authority forthe A3SA signing
Eonti verifies broadcaster identity and A35A license status* certificates; however, broodcasters can obtain signing
: certificates from Eonti without being A35A licensees
hJ = Eonti will ask if yourstation is licensed with A35A to

Eonti sends the Digital Certificate Subscriber Agreement identify and provide the right certificate type.
(DCSA) to broadcaster for completion. Questions about A35A licensing can be sent to

Eonti also shares the procedure “Preparation for NextGen TV admin@A3SA com.

Signal Signing” which includes instructions needed to help e
with certificate installation and readiness verification. Broadcaster returns the completed and

ﬂ. signed DCSA to Eonti, along with other
Eonti conducts vetting process by verifying account I requested documentatlon _______ )
information and account contacts provided by broadcaster; = e )
Eonti invoices Broadcaster for requested certificates. T Broadcaster pays certificate invoice. i

¥ . Broadcaster installs certificates, conﬁgurek'

Once payment and all documentation is finalized, Eonti
activates the account, generates the certificates, and
securely distributes certificates to broadcaster. *
Eonti also shares the “Broadcaster Readiness Questionnaire™
certification test checklist with broadcaster.

| equipment, and performs readiness testing.
i= Third-party technical support for readiness
! testing and certification is available for a

fee from Heartland Video Systems {HVS)
www. fivs-inc.com

¥
" Broadcaster completes and submits |
A35A reviews verification test results on readiness ! e i ) |
| . . . ) <« Broadcaster Readiness Questionnaire o |
questionnaire and notifies Eonti when all tests pass. i !

¢ compliance@a3sa.com
A3SA notifies the broadcaster (and Eonti) thatit s i
may begin broadcasting signed signals

-~

To be compliant with ATSC 3, broadcasters should begin signing their signals as soon as possible!
Broadcasters that have completed the steps above may begin signing their broadcast emissions.

ifecycle Management

( Ongoing Certificate
L

Certificate Renewal:

* Eontisendsrenewal noticesto * Broadcaster sends payment to Eonti
broadcaster priorto certificate
expiration with instructions on what

is needed to renew the certificates I New Certificate:
* Broadcaster contacts Eonti if * Broadcastersends paymentto Eonti
certificate revocation is ever needed = » * MNamingApplication

* CSRfile

Updated April 1, 2022
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Appendix C — Certificate Generation Using Third-party Tools

7. Certificate Generation Using Third-party Tools

7.1.

Certificate Generation Using Triveni Products

Here we describe the certificate generation process using the Triveni GuideBuilder XM.
For more information see: http://www.trivenidigital.com/products/quidebuilder-xm-atsc3-
metadata-system.php.

The following steps should be followed to generate the necessary CSRs on the Triveni
GuideBuilder XM. [(nearby lab pc, web gui to GBXM host)]

1.

wn

From the Transports menu in the GuideBuilder Config App, make sure to load
the correct BSID for your station and services. Note that some versions of the
Config App call this field the TSID, but you should enter the station BSID. This is
typically the TSID minus one.Use the Licensing and Management System (LMS)
on the FCC website if you need to find it. https://www.fcc.gov/media/radio/Ims-
help-center.

Open the Config App and go to Certificate Request. Click Add.

Give the CSR a name. See Section 3.1 on naming conventions. Then choose
RSA 3072.

. Fill'in the rest of the fields (e.g., Country, state, city, Org, etc.) The Common

name should also follow the naming conventions in this document as it pertains
to certificate type, purpose, call letters, and signaling signing. Also, you should
use different names for CDT and SMT, so including the table name short-hand in
the name is a best practice.

a. When all the data is entered, click OK.
Finally be sure to click Commit.
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68 GuideBuilder: 192.168.2.152 e ]

Status Certificate Signing Request 4 Commit W, Revert

»

e GuideBuilder

; Activity Log

EA system Health

Network Config

»

| Schedule Providers i &= Remove
1= 3

zTranspoﬁs i | M certificate Request b
A Networks

CSR Information
() ]
( ‘) Outputs s Mame | HvSTest L

a =
E5 Service Map KeyType |RSA 4096

>
{4 Service Export Country Name (2 letter cads) [US

State or Province Mame  WI
Server Settings 2

City | Plymouth

< Date | Time
— Organization |HVS

Q|00 0 O

& Networking
= Common Name | WHVS
. Features
#

o Sitpdaie $8 cancel o o«
R Users
_,i Redundancy
Certificates

?; Certificate Request

Notifications 2

SNMP

Figure 14. GBXM Certificate Signing Request

6. To export the CSR, left click the CSR you just made to highlight it and then click
View. When the window comes up showing the CSR, click Download (at the
bottom) and save it locally. This is the file you will send to Eonti.

7. To get the private key for your records, you need to download the database. The
key is embedded in there. See GBXM user documentation for DB backup
procedures.

7.2. Certificate Generation Using DigiCAP Products

DigiCAP does not have specific application support for signal signing certificate
generation on their DigiCaster product. However the product is hosted on a Linux
platform and they do offer a function to enter commands at a Linux command line
console. Therefore you should follow the certificate generation instructions using
OpenSSL described in Section 4.2.

For more information see: http://www.digicaps.com/solution/uhd-broadcasting-
solution/?lang=en.
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7.3. Certificate Generation Using Enensys Products

Here we describe the signal signing certificate generation process for the Enensys
MediaCast ATSC. For more information see:
https://www.enensys.com/products/mediacast-atsc/.

The following steps should be followed to generate the necessary CSRs on the
Enensys MediaCast.

1. From the XXX menu, make sure to load the correct BSID and GSID for your
station and services.

2. Go to the settings menu by clicking the Gear Icon. On the left side panel, click
the Certificates link. Then click on the Key tab.

3. Enter a Key Name [ACCORDING TO SOME CONVENTION, FOR CDT, SMT].
Under Key algorithm make sure the RSA-3072 radio button is selected.

[NEED UPDATED SCREEN SHOT WITH 3072 SHOWN]

4. Click Generate Key Pair.
[NEED NEW SCREEN SHOT SHOWING RESULT OF GENERATE]

5. Click on Export Public Key and keep that for your records. See Section 3.1 for
recommended practices surrounding key storage.
[NEED NEW SCREEN SHOT SHOWING RESULT OF EXPORT]

6. Now click on the CSR near the top of the middle pane

GENERATION [ CSRLIST

[CAPTION]

7. Choose a CSR name. Use the common name of the certificate because this will
always be unique.

8. Select the algorithm: SHA256. Enter the required information indicated by red.

9. Click Generate CSR. Then click Export CSR. Store securely.

[NEED NEW SCREEN SHOT SHOWING RESULT OF THIS CLICK]

10.Send this (and other generated CSRs) to Eonti.
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